CONTROLLING THE USE OF FORCE: A ROLE FOR HUMAN RIGHTS
NORMS IN CONTEMPORARY ARMED CONFLICT

By Kenneth Watkin"

According to protesters, U.S. soldiers fired on them without provocation, killing seven-
teen people and wounding more than seventy. According to the U.S. military, the soldiers
returned precision fire on gunmen in the crowd who were shooting at them.

—Human Rights Watch

The twenty-first century has witnessed significant challenges to the traditional view that
international humanitarian law exclusively regulates the use of force in armed conflict. The
death and destruction caused on September 11, 2001, reflect the increasingly complex nature
of modern conflict. Groups that rely on the benefits of globalization and technological ad-
vances to conduct operations across international borders are threatening the maintenance
of international order. Their tools of violence range from conventional weapons of war to
more modern weapons of mass destruction’ and potentially asymmetric “cyber attacks.”

At the same time, the proliferation of internal armed conflicts points to similarly complex
security challenges within nation-states. These conflicts have not always attracted the same
amount of publicity as transnational terrorism, which does not, however, make their threat to
international and human security any less real. In these situations, death and human suffering
largely emanate from readily available, but relatively “low-tech” means, such as antipersonnel
mines, the ubiquitous AK—47 rifle,® and even machetes and transistor radios.*

Increasingly, the use of force during armed conflict is being assessed through the perspec-
tive of human rights law, as well as under international humanitarian law. This article explores
the interface between these two normative regimes and its impact on efforts to control the
use of deadly force. The analysis will outline three ways that these two systems of law interact.
First, it demonstrates that the unique threat posed by nonstate actors, combined with the lack

* Colonel and Deputy Judge Advocate General/Operations, Canadian Forces. This article is based on a paper
first presented at the New Wars, New Laws? Conference held at Cornell Law School in June 2003 while the author
was a visiting fellow in the Human Rights Program, Harvard Law School. The opinions expressed are those of the
author and do not necessarily reflect the views of the government of Canada, the Canadian Forces, or the Office
of the Judge Advocate General.

! Weapons of mass destruction are identified as “a chemical, biological, radiological, or nuclear weapon, or high-
yield explosives” in the NATIONAL STRATEGY FOR COMBATING TERRORISM 9 (Feb. 2003), at<http://www.whitehouse.gov/
news/releases/2003/02/counter_terrorism/counter_terrorism_strategy.pdf>.

2 NATIONAL STRATEGY FOR HOMELAND SECURITY 9 (July 2002), at <http://www.whitehouse.gov/homeland/
book/sect2-1.pdf> (indicating that “[t]errorist groups are already exploiting new information technology and the
Internet to plan attacks, raise funds, spread propaganda, collectinformation, and communicate securely”). “Asym-
metric warfare” has been defined as fighting for different ends, or in different ways, or with different means from
those of one’s opponent. Mark Clodfelter, Airpower Versus Asymmetric Enemies: A Framework for Evaluating Effectiveness,
16 AIR & SPACE POWER]. 37, 37 (2002).

% Mass-produced weapons such as the AK—47 and similar small arms stand out as late-twentieth-century symbols
of warfare by the “people.” As John Keegan notes, the industrialization of modern society militarized the popula-
tions of both rich and poor states. JOHN KEEGAN, A HISTORY OF WARFARE 57 (Vintage Books 1994) (1993).

* Not all killing results from modern weapons. The genocide of eight hundred thousand Rwandans was carried
out largely by local populations, who were “spurred on by their radio station RTLM, spewing racist propaganda,
exciting Hutus to kill all Tutsis as well as elements of UNAMIR.” Romeo A. Dallaire, The End of Innocence: Rwanda 1994,
in HARD CHOICES: MORAL DILEMMAS IN HUMANITARIAN INTERVENTION 71, 78 ( Jonathan Moore ed., 1998).
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of a consensus on the legal categorization of conflict, creates conditions in which the crim-
inal law enforcement and armed conflict paradigms overlap. This overlap, in turn, directly
affects the applicability of human rights law, which is most commonly associated with law
enforcement, and humanitarian law, which applies during armed conflict. As a result, force
may be used in situations where it cannot easily be delineated which of the two normative
frameworks governs.

Second, by highlighting areas of commonality and difference, the two normative frameworks
will be seen to share common values and a close connection to the development of the nation-
state. Each regime has developed along a unique path shaped by the different roles a state
performs in maintaining external and internal order. For example, the nature and scale of vio-
lence in interstate conflict has had a distinct impact on how force is controlled under inter-
national humanitarian law. In contrast, the internal use of force is normally dealt with under
ahuman rights paradigm. Notwithstanding these differences, both normative regimes may be
brought into play simultaneously because of the nature of the violence that may be encoun-
tered during armed conflict. Such interface may occur during internal armed conflict and
states of emergency, belligerent occupation, and global terrorism.

Third, this article examines the unique attributes that the human rights accountability
framework brings to the effort to control the use of force. That highly developed system of
accountability has much to offer in terms of limiting the impact of some forms of violence,
especially when compared to the still evolving accountability framework under international
humanitarian law. The pressure to apply human rights principles arises in particular during
situations more closely associated with governance than direct combat with an enemy force.
However, the successful recourse to human rights law in armed conflict is likely to require an
adjustment in the application of those accountability principles. Principles developed for
domestic law enforcement may not be readily applicable to the different and often more
complex circumstances under which force is applied during armed conflict.

Itis the unique interface between these two normative frameworks that challenges the tra-
ditional idea that the use of force in armed conflict is governed exclusively by international
humanitarian law. Ultimately, this article argues that the issue should not be the exclusive
application of either framework but, rather, that appropriate principles should be applied
to ensure that there are no gaps in humanitarian protection.

1. A COMPLEX LEGAL ENVIRONMENT
Categorization of Conflict in the Context of Terrorism

The complexity of the regulation of armed conflict in the twenty-first century is not always
evident in the relevant terminology. For example, the normative frameworks for regulating
life and death are often discussed in terms of two distinct spheres of activity, “armed con-
flict” and “peace.” While international humanitarian law applies to international and nonin-
ternational armed conflict and international human rights principles primarily affect gover-
nance in peacetime, especially law enforcement, the relationship between the two is much
more complex than this simple division of responsibilities implies. For example, human
rights law continues to be applicable during armed conflict, although, as the International
Court of Justice decided in the Nuclear Weapons Advisory Opinion,” whether there has been
an arbitrary deprivation of the right to life is determined by international humanitarian law
acting as lex specialis.®

® Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 IC] REP. 226 (July 8).
® Id., para. 25.
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The events of September 11 have focused attention on the potential overlap between
international conflict, noninternational armed conflict, and law enforcement. Further, the
disturbing level of violence that nonstate actors can inflict has caused significant uncertainty
about the suitability of situating criminal acts related to terrorism within the purview of law
enforcement. The following discussion highlights the present lack of consensus on the cate-
gorization of contemporary nonstate violence and thus sets the scene for analyzing the areas
of overlap in the normative frameworks that may govern the use of force.

The point of departure for the application of international humanitarian law is whether an
armed conflict exists. The traditional view of armed conflict is perhaps most clearly repre-
sented in the narrow de jure concept of “war” as a conflict between states.” Since World War II,
the term “international armed conflict” has been used to describe those interstate struggles.®
Its use reflects the increasingly limited scope that has been assigned to the de jure concept of
“war,” although the term has recently reentered the lexicon of conflict in a de facto and often
rhetorical sense.? The immediate post~-World War II recognition of a broader concept of armed
conflict is also reflected in the term “armed conflict not of an international character” found
in common Article 3 of the 1949 Geneva Conventions."’

The difficulty in assessing whether attacks by nonstate actors with global reach constitute
an international armed conflict can be seen in the wide variety of opinions expressed by legal
scholars on the invocation of the right to self-defense in response to the attacks of Septem-
ber 11. The legal interpretations of the basis for the conflict with Al Qaeda often rely on mul-
tiple interrelated rationales that add to the complexity of the analysis."' Some authors consider
the right of self-defense to be based on the connection between Al Qaeda and the Taliban
as the de facto rulers of Afghanistan.'? Some view Al Qaeda’s actions as constituting signifi-
cant attacks in their own right."* Others look to the involvement of the Security Council to

7 See Antonio Cassese, Terrorism Is Also Disrupting Some Crucial Legal Categories of International Law, 12 EUR. J. INT'L
L. 993 (2001); Joan Fitzpatrick, Jurisdiction of Military Commissions and the Ambiguous War on Terrorism, 96 AJIL 345,
348 (2002).

8 As Leslie Green notes, the classic position is that international law is concerned only with relations between
states. Asa result, conflict between states was what that law regulated. L. C. GREEN, THE CONTEMPORARY LAW OF ARMED
CONFLICT 54-55 (2d ed. 2000). This view is reflected in Prosecutor v. Tadi¢, Appeals Judgment, No. IT-94-1-A,
para. 84 (July 15, 1999) (holding that “[i]t is indisputable that an armed conflict is international if it takes place
between two or more States”). Decisions of the International Criminal Tribunal for the Former Yugoslavia are
available online at <http://www.un.org/icty>.

® The use of the term “armed conflict” resulted from the recognition that the application of international human-
itarian law should notbe dependent upon formalities associated with war. INTERNATIONAL COMMITTEE OF THE RED
CROSS, GENEVA CONVENTION RELATIVE TO THE PROTECTION OF CIVILIAN PERSONS IN TIME OF WAR: COMMENTARY,
Art. 2,at17 (Jean Pictetgen. ed., 1958), available at <http:/ /www.icrc.org> [hereinafter ICRC COMMENTARY]. The
more limited use of the term “war” was linked to efforts in the first half of the twentieth century to eliminate war as
ameans to resolve disputes between states. Hence the de jure concept of war being of limited use in the discourse
for regulating in bello action. However, “characterising a conflict as war has considerable factual significance.”
Christopher Greenwood, The Concept of War in Modern International Law, 36 INT'L & COMP. L.Q. 283, 294 (1987).

19 Convention Relative to the Treatment of Prisoners of War, Aug. 12, 1949, Art. 3, 6 UST 3316, 75 UNTS 135
[hereinafter Geneva Convention No. III].

' For example, Sean Murphy gives six reasons for concluding that the attacks of September 11 were an “armed
attack” the scale of the incidents was akin to that of a military attack; the United States immediately perceived the
incidents as akin to a military attack; the U.S. interpretation was largely accepted by other nations; the incidents
could properly be viewed as both a criminal act and an armed attack; there was prior state practice supporting the
view that terrorist bombings could constitute an armed attack; and “the fact that the incidents were not undertaken
directly by a foreign government cannot be viewed as disqualifying them from constituting an ‘armed attack.”
Sean D. Murphy, Terrorism and the Concept of “Armed Attack” in Article 51 of the U.N. Charter, 43 HARV. INT'LL/]. 41,
47-50 (2002).

' RICHARD FALK, THE GREAT TERROR WAR 101 (2003); Davis Brown, Use of Force Against Terrorism After September
11th: State Responsibility, Self-Defense and Other Responses, 11 CARDOZOJ. INT’L & COMP. L. 1, 6 (2003); Cassese, supra
note 7, at 999; Christopher Greenwood, International Law and the War Against Terrorism,”78 INT'L AFF. 301, 314
(2002); see also Fitzpatrick, supra note 7, at 349 (indicating that “[t]he attacks of September 11, if attributable to
a foreign state linked to Al Qaeda, clearly could give rise to an international armed conflict between the United
States and the sponsor state”).

'* Murphy, supra note 11, at 47. Under the heading “Afghanistan as Self-Defense,” Richard Falk also refers to
Al Qaedaas having inflicted more harm and trauma than any state (Pearl Harbor is viewed as remotely comparable),
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provide legitimacy,'* while still others deem terrorist groups with global reach as generally
amenable to being targeted with a military response.'® It has also been suggested that the
operations in Afghanistan constituted an intervention in an internal armed conflict'® or the
internationalization of a civil war."”

Importantly, the response to terrorism has not been viewed solely in the context of an armed
conflict. Some have found such threats to be more amenable to a law enforcement response'®
and urged that, “rather than viewing the attacks of September 11th as acts of war, they should
have been treated as international crimes for which the perpetrators should be apprehended,
tried and, if convicted, punished.”

The threshold question of whether an act of terrorism can be understood as engagement
in international armed conflict inevitably involves consideration of the numerous terms relat-
ing to the use of force in the United Nations Charter: the use or threat of force, breach of the
peace, act of aggression, and armed attack. However, one finds a lack of consensus on how
these terms interact in determining whether an armed conflict exists.’ Similarly, determining
the pointat which terrorist attacks constitute an armed attack is complicated by the inability
of international legal scholars to agree on the interpretation of the International Court of
Justice’s 1986 Judgment in Military and Paramilitary Activities in and Against Nicaragua.”

The view of the Court in the Nicaragua case that the use of force could be divided into two
categories, “most grave” (those constituting armed attacks) and “less grave,” and its finding
of a distinction between armed attacks and mere frontier incidents, appear to have split writers
“into two camps.”® One group sees the Court’s view as narrow and unduly formalistic, so

and then concludes that “[i]n such circumstances stretching the international law doctrine of self-defense to
include a non-state actor seemed reasonable and necessary.” FALK, supra note 12, at 102. Cherif Bassiouni observes
thatinternational humanitarian lawis binding on both state and insurgent or revolutionary forces and then states:
“Al Qaeda’s attacks against the United States on September 11 and earlier fall within this paradigm: they are subject
to the strictures of international humanitarian law, regardless of the legitimacy of their perpetrators’ cause.” Subse-
quently, he goes on to discuss the role of Afghanistan as a “base of operation.” M. Cherif Bassiouni, Legal Control
of International Terrorism: A Policy-Oriented Assessment, 43 HARV. INT’L L.J. 83, 100 (2002); see also Brown, supra note
12, at 24-29.

1 Cassese, supra note 7, at 1000; see also Leila Nadya Sadat, Terrorism and the Rule of Law, 3 WASH. U. GLOBAL STUD.
L.REv. 135 (2004).

1> Brown, supranote 12, at 24-25 (stating: “If a non-state actor such as a terrorist organization commits aggression
against a state, and the aggression is of sufficient scale and effect to amount to an armed attack, then the terrorist
organization itself—notwithstanding its non-combatant status—has committed an armed attack against the state.”)
(footnote omitted)).

'® Fitzpatrick, supra note 7, at 350.

17 According to Adam Roberts, the war in Afghanistan could best be classified under the informal category of “inter-
nationalised civil war,” in which “the rules pertaining to both international and civil wars may be applicable in differ-
entaspects and phases of the conflict.” Adam Roberts, Counter-Terrorism, Armed Force and the Laws of War, SURVIVAL,
Spring 2002, at 7, 16.

'8 Anthony Dworkin, Revising the Law of War to Account for Terrorism: The Case Against Updating the Geneva Conven-
tions, on the Ground That Changes Are Likely Only to Damage Human Rights, INDLAW’SWRIT: COMMENTARY (Feb. 4, 2003),
at<http:/ /writ.news.findlaw.com/commentary/20030204_dworkin.html>. Since international law does not recog-
nize war with groups like Al Qaeda, Dworkin suggests that one solution, which he admits is not likely to gain U.S.
support, is to limit the notion of armed conflict to interstate and civil wars, and use law enforcement means to
pursue Al Qaeda as a group of international terrorists.

19 Sadat, supra note 14, at 136.

2 Rein Mullerson, Self-Defense in the Contemporary World, in LAW AND FORCE IN THE NEW INTERNATIONAL ORDER
13, 16 (Lori Fisler Damrosch & David J. Scheffer eds., 1991). Greenwood notes that “the categories of threat to the
peace and armed attack are not mutually exclusive” in arguing that the characterization of the September 11 attacks
as threats to the peace and international crimes does not mean “that they cannotalso amount to an armed attack.”
Greenwood, supra note 12, at 307. But see Michael Bothe, Terrorism and the Legality of Pre-emptive Force, 14 EUR. J.
INT'LL. 227, 229 (2003) (arguing that “ ‘armed attack’ in the sense of Article 51 is an actual armed attack, . . . not
one which is only threatened”).

2! Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S.), Merits, 1986 IC] REP. 14 (June 27)
[hereinafter Nicaragual.

22 CHRISTINE GRAY, INTERNATIONAL LAW AND THE USE OF FORCE 141 (2000); see also Nicaragua, 1986 ICJ REP. at
101, para. 191 (referring to “most grave” and “less grave” forms of the use of force).
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restrictive that ultimately it “will encourage aggression of a low-key kind.”® The second group
appears to see the principle of collective self-defense, combined with a lower threshold of
armed attack, as a threat to world peace that could lead to “arisk of the internationalization
of civil conflicts and the expansion of inter-state conflicts.”**

This lack of agreement is not helpful, particularly since the assessment of the existence of
an armed conflict is increasingly being made outside the context of a state-on-state conflict.
Avery low threshold of what constitutes an armed attack® has the potential to blur the lines
between armed conflict and criminal law enforcement. At the other end of the spectrum, too
high a threshold may leave a state at risk, especially if there is a credible threat involving the
use of weapons of mass destruction by a nonstate actor.

Attacks by nonstate actors challenge the view of a neat division of armed conflict into the
two spheres of international and noninternational.? Identification of the boundaries of
noninternational armed conflict has never been easy. While international humanitarian law
is generally interpreted to have limited impact in situations that do not reach a level above
“internal disturbances and tensions, such as riots, isolated and sporadic acts of violence,”?
the dividing line between the operation of that law and human rights law is not always clear
or absolute.

In many respects, global terrorism seems to straddle the law enforcement and armed con-
flict paradigms. Engagement in criminal activity by terrorist groups, warlords, and other non-
state actors to finance their operations adds significantly to the perception of an overlap between
law enforcement and the conduct of hostilities.? At the same time, efforts to position the use
of force on the scale of the events of September 11, which included an attack on the Pen-
tagon, as an exclusively criminal matter not constituting an armed attack appear inconsistent
with the very strong international response based on the exercise of the right of self-defense.?

 GRAY, supranote 22, at 141 (relying on W. Michael Reisman, Allocating Competences to Use Coercion in the Post—Cold
War World: Practices, Conditions, and Prospects, in LAW AND FORCE IN THE NEW INTERNATIONAL ORDER, supra note 20, at 26).
# Id. at 141-42.

*YORAM DINSTEIN, WAR, AGGRESSION AND SELF-DEFENCE 174 (3d ed. 2001) (describing a de minimis non curat
lex standard of “armed attack” as “a use of force causing human casualties and /or serious destruction of property”).

2 Greenwood, supra note 12, at 314, states that “[f]ighting between the United States and Al-Qa’ida . . . appears
to fit neither of these moulds.” According to Fitzpatrick, supranote 7, at 348, “The September 11 attacks did not
launch an internal armed conflict in the United States as understood in international humanitarian law.” Derek
Jinks, September 11 and the Laws of War, 28 YALE]. INT’LL. 1 (2003), suggests that the attacks by Al Qaeda on 9/11 were
notan international armed conflict (because there is no conflict between states), a classic internal armed conflict
(because there was no control or attempt to seek to control territory), or a so-called war of national liberation.
Instead, he views the conflict as an “armed conflict not of an international character” falling under common Arti-
cle 3 of the 1949 Geneva Conventions. This approach appears somewhat counterintuitive given the ability of such
terrorist groups to direct significant levels of violence across international borders and even continents. However,
it does reflect the challenge contemporary conflict is presenting to traditional interpretations of international
humanitarian law.

% Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims
of Non-International Armed Conflicts, opened for signature Dec. 12,1977, Art. 1,1125 UNTS 609 [hereinafter Proto-
col IT}; see also Rome Statute of the International Criminal Court, July 17, 1998, Art. 8(2) (f), UN Doc. A/CONF.183/9%
(1998), reprinted in 37 TLM 999 (1998), corrected through May 8, 2000, by UN Doc. CN.177.2000.TREATIES-5 [hereinafter
ICC Statute].

2 Bassiouni has noted that “ [gllobalization has. . . allowed terrorist groups to network with one another, permit-
ting terrorist groups to develop strategic alliances with other groups engaged in transnational criminality in order to
develop synergetic connections and to maximize respective capabilities and effectiveness.” Bassiouni, supra note
13, at 88; see also JOHN K. COOLEY, UNHOLY WARS: AFGHANISTAN, AMERICA AND INTERNATIONAL TERRORISM 127 (2d
ed. 2000) (observing thatall sides in the Afghan wars prior to September 11 “used drugs as an actual weapon and
asasource of finance, [which] gave this monstrous and lucrative international business a decisive push forward”).

® Greenwood, supra note 12, at 310-11 (containing the text of the United States and United Kingdom letters
to the UN Security Council outlining their reliance on the right of self-defense enshrined in Article 51 of the UN
Charter); Murphy, supra note 11, at 45-51. International recognition of the exercise of the right to self-defense
isreflected in Security Council Resolutions 1368 (Sept. 12, 2001), 40 ILM 1277 (2001) and 1373 (Sept. 28, 2001),
40 ILM at 1278, the invocation of Article 5 of the Washington Treaty by the North Atlantic Council, NATO Press
Release (2001) 124, Statement by the North Atantic Council (Sept. 12, 2001), 40 ILM at 1267, and the Australian/
United States invocation of Article IV of the ANZUS Treaty, Media Release, Application of ANZUS Treaty to Terrorist
Attacks on the United States (Sept. 14, 2001), at <http://www.pm.gov.au/news/01_news.html>.
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Apparently, the challenge of international terrorism does not need to be dealt with exclu-
sively under either criminal law or the law of armed conflict. Indeed, Sean Murphy has sug-
gested that the September 11 incidents be seen in exactly this way.*® The criminal nature
of the members of Al Qaeda is reflected in their being equated with pirates.” However, the
categorization of groups like Al Qaeda as international criminals® does not change the nature
or scope of the threat they pose to their targets.

Concern has been expressed, though, that shifting counterterrorism action from a crime
control to an armed conflict model would “displace human rights norms as the primary legal
constraint on counter-terrorist tactics.”* But such a shift might also be viewed as a change in
emphasis rather than a complete displacement of the law enforcement option.* In this respect,
the determination in the immediate aftermath of September 11 that the attacks triggered
the right of self-defense brought with it the application of international humanitarian law.*
Some commentators, however, have not been as concerned about the threat posed by Al Qaeda
and the Taliban as about how far the net of the broader “war on terrorism” may be cast.*

Nonstate Actors

A separate, but closely linked, issue is the “nonstate” status of some of the participants in
armed conflict. The term “nonstate” can be misleading, as it largely relates to “private” par-
ticipants® in a conflict, as opposed to those who may be irregular forces “belonging t0™* a
state. Categorizing these private actors is made more difficult by the increasing use of the “ter-
rorist” label. A definition of terrorism has yet to be agreed upon,” and proposed versions
sometimes show a preference for limiting it to the criminal sphere* or nonstate activity.*'

% Murphy, supra note 11, at 49; see also Cassese, supra note 7, at 1000 (stating that “[i]n addition to using military
force the US should also aim at bringing the persons accused of the crimes to justice”) ; Greenwood, supra note 12, at 305.

*! Ruth Wedgwood, Al Qaeda, Terrorism, and Military Commissions, 96 AJIL 328, 329 (2002).

#2 See OPPENHEIM’S INTERNATIONAL LAW 746 (Robert Jennings & Arthur Watts eds., 9th ed. 1996) (describing
piracy as “an ‘international crime’, the pirate is considered the enemy of every state”).

% Joan Fitzpatrick, Speaking Law to Power: The War Against Terrorism and Human Rights, 14 EUR. J. INT’L L. 241,
246 (2003).

# UN Security Council Resolution 1373, supra note 29, outlines numerous steps related to law enforcement for
countering terrorist acts. Similarly, the U.S. NATIONAL STRATEGY FOR COMBATING TERRORISM, supranote 1, at 15,
which describes the terrorist threat in terms of a war, outlines a multifaceted approach to that threat, including the
“use of diplomatic, economic, information, law enforcement, military, financial, intelligence, and other instruments
of power.” See also Michael Ignatieff, Human Rights, the Laws of War and Terrorism, 69 SOC. REs. 1137, 1145 (2002)
(suggesting that the type of law to be applied should depend on whether the action against Al Qaeda is primarily
a military or a civilian police operation).

% See supra note 29.

% Falk expressed concern over the empowerment of other states “to intensify violence against their own oppo-
nents”; the provision of support to “repressive regimes” allied in the war on terror; the potential for weakening
international humanitarian law; the bypassing of the United Nations; and the potential for abuse of the just war
doctrine. FALK, supra note 12, at 112-28; see also Fitzpatrick, supranote 7, at 347; Fitzpatrick, supra note 33, at 244-45.
But see Abraham D. Sofaer, On the Necessity of Pre-emption, 14 EUR. J. INT’LL. 209, 225 (2003) (stating that “[1]ooking
at the ‘war’ on terrorism thus far, the concept of pre-emption is being applied in a responsible manner, though
some statements made by the current Administration might have suggested a broader application”).

% Grotius defines war as “the condition of those contending by force,” noting that the root of the word bellum
is derived from the “old word duellem.” The de facto concept of war was not limited to “public” war between two
sovereigns. He notes that private war “is more ancient than public war and has, incontestably, the same nature as
public war; wherefore both should be designated by one and the same term.” 2 HUGO GROTIUS, DE JURE BELLIAC
PACIS LIBRI TRES 33 (Francis W. Kelsey trans., Carnegie ed. 1925) (1646).

38 Geneva Convention No. III, supra note 10, Art. 4(2).

% Cassese, supra note 7, at 994. A common thread in many definitions has been the connection with killing for
politically motivated purposes. Bassiouni, supra note 13, at 84 (defining terrorism as “a strategy of violence designed
to instill terror in a segment of society in order to achieve a power-outcome, propagandize a cause, or inflict harm
forvengeful political purposes”); see also GRANT WARDLAW, POLITICAL TERRORISM 8-10 (1982) (distinguishing between
acts of “terror,” which may be carried out by criminals, mentally unstable persons, etc., and “terrorism,” which is
defined by its “high symbolic content”).

“ Philip Heymann points out that the definition of terrorism by academics often has a far more moral or crim-
inal flavor than state definitions suggesting that terrorists are hostile forces acting for political purposes. In his
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However, it has been acknowledged that illegitimate acts of terror can occur during armed
contflict, or otherwise be carried out by and on behalf of states.*? Although the “terrorist” label
can express moral condemnation and focus attention on the nature of the threat posed by the
criminal act,* the vagueness of the term makes it an imperfect vehicle for definitively deter-
mining if the alleged perpetrators are involved in an armed conflict.

Persons with no or little connection to the armed forces of a state have regularly partici-
pated in hostilities within the context of international armed conflict.* The classic case out-
lining the grounds for self-defense under international law, the Caroline dispute, has become
the common historical example of a cross-border conflict between state and nonstate actors.*
Nevertheless, sorting out the status of “nonstate” participants in armed conflict has challenged
international humanitarian law since the earliest attempts at codification. The provisions
of Additional Protocol I to the 1949 Geneva Conventions, although not accepted by certain
significant states,* marked an important milestone by providing the qualifying armed forces
of nonstate “national liberation movements” with combatant status.?’ Still, there remains a
diverse range of state and nonstate participants in international armed conflict who can be
termed “unprivileged belligerents” or “unlawful combatants.”*® These nonstate actors, who
do not qualify for combatant status, often participate in hostilities on a level and at a degree
of intensity equal to those of the regular armed forces and “legitimate” irregular forces.

The status of participants in noninternational armed conflict is more easily discerned,
thanks to the general reluctance of nation-states to accord any legitimate status to insurgent

view, violence against civilians in the context of a guerrilla war or during a war between states is “not considered
terrorism in many contexts simply because it is not subject to the same remedies (which are designed for times
of peace).” PHILIP B. HEYMANN, TERRORISM AND AMERICA 5 (1998).

“'The U.S. governmentrecently defined terrorism as “premeditated, politically motivated violence perpetrated
against noncombatant targets by subnational groups or clandestine agents” (emphasis added). NATIONAL STRATEGY
FOR COMBATING TERRORISM, supra note 1, at 1.

“2 States often use a definition of terrorism that is limited to nonstate actors. However, terror in its broadest sense
has been and remains a part of warfare. States engaged in armed conflict may legitimately attempt to instill fear in
an opponent, but “[a]cts or threats of violence the primary purpose of which is to spread terror among the civilian
population are prohibited.” Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of International Armed Conflicts, opened for signature Dec. 12, 1977, Art. 51(2), 1125 UNTS 3
[hereinafter Protocol I]. States can commit illegitimate acts of terror. See FALK, supra note 12, at 109; CHARLES
TOWNSHEND, TERRORISM: A VERY SHORT INTRODUCTION 6-8 (2002); WARDLAW, supra note 39, at 9.

* Terrorism ultimately refers to acts that are already illegal under domestic and international law, including the
law regulating armed conflict. TOWNSHEND, supra note 42, at 5.

“ While forming only a small part of his discussion of “people in arms,” Clausewitz provides insight into how war
was changing in Europe at the beginning of the nineteenth century, including insurgent operations with all the
attributes of guerrilla warfare. CARL VON CLAUSEWITZ, ON WAR 479 (Michael Howard & Peter Paret trans. & eds.,
1976). In the 1863 Lieber Code, armed individuals or groups participating in conflict without authority are classified
as “highway robbers or pirates,” “armed prowlers,” or “war-rebels.” U.S. War Dep’t, Instructions for the Government
of Armies of the United States in the Field, General Orders No. 100, Arts. 82, 84, 85 (Apr. 24, 1863), reprinted in THE
LAws OF ARMED CONFLICTS 3 (Dietrich Schindler & Jifi Toman eds., 3d rev. ed. 1988) [hereinafter Lieber Code].

% See Greenwood, supranote 12, at 308; see also Sofaer, supra note 36, at 209 (general discussion of the Caroline
dispute).

* As of November 9, 2003, a total of 191 stateswere parties to the 1949 Geneva Conventions; 161 countries were
parties to Protocol I; and 156 were parties to Protocol II. The 30 countries that are not parties to Protocol Iinclude
India, Indonesia, Iran, Iraq, Israel, Japan, Pakistan, and the United States.

7 As Green notes, “[T]o some extent certain non-international conflicts have come under the aegis of interna-
tional law since 1977 with the adoption of Article 1(4) of Protocol I and Protocol II additional to the 1949 Geneva
Conventions . . . .” GREEN, supra note 8, at 55-56. On national liberation movements, see note 72 infra.

* International humanitarian law has always struggled with how to deal with and categorize persons who do not
qualify for combatantstatus but participate directly in hostilities. They have variously been termed “unlawful bellig-
erents,” “unlawful combatants,” “unprivileged belligerents,” or simply “enemy combatants.” Spiesand saboteurs oper-
ating behind enemy lines out of uniform are considered to be “unprivileged belligerents” and therefore not entitled
to combatant or prisoner-of-war status. Richard R. Baxter, So<alled “Unprivileged Belligerency”: Spies, Guervillas, and Saboteurs,
1951 BRIT.Y.B. INT’LL. 323, 328 (defining unprivileged belligerents as “persons who are not entitled to treatment
either as peaceful civilians or as prisoners of war by reason of the fact that they have engaged in hostile conduct
without meeting the qualifications established by Article 4 of the Geneva Prisoners of War Convention of 1949”).
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groups.” Thus, a state can be engaged in an “armed conflict with an insurgent or revolution-
ary group, irrespective of that group’s legitimacy, and vice versa.”

Controlling Deadly Force

The nature of the violence that can occur during, or contemporaneously with, an armed
conflict also plays a role in the determination of the applicable regime. The use of force in
an armed conflict might be considered, in a traditional sense, as aggression, self-defense,
humanitarian intervention, or the exercise of self-determination. However, as is evident from
the obligation to maintain security in occupied territory, force may also be applied in exer-
cising what might normally be seen as a policing function, such as maintaining public order,
quelling riots and disturbances, and countering criminal acts. Notwithstanding the broad con-
text in which the use of force might be considered, this analysis focuses on the application
of “deadly force,” that is, force capable of causing death or serious injury.

Although this focus may appear narrow, the means for applying deadly force in contempo-
rary armed conflict are exceptionally broad. Thus, an attack on the computer network con-
trolling a water supply represents the latest ingenious means of applying force that can have
adeadly effect.”’ Computer technology has been combined with information gathering and
precision weapons to target opposing leaders in perhaps one of the most obvious and emo-
tional manifestations of the changing circumstances in which deadly force is being used.
Recent examples can be found across the broad spectrum of conflict and include the attempt
to kill President Saddam Hussein at the start of the conflict in Iraq,” the targeting of Pales-
tinian resistance leaders in the Israeli-occupied territories,” and the killing of suspected Qaeda
terrorists in Yemen.**

Since military forces might be asked to participate in a wide range of operations, other, less
traditional applications of force, such as less-than-ethal weapons™ and riot control agents, may
enter into the equation. Despite their intended less-than-lethal effect, such options often retain
the potential for death or serious injury® and must therefore be closely controlled as well.

4 Gerald L. Neuman, Humanitarian Law and Counterterrorist Force, 14 EUR. J. INT'L L. 283, 297 (2003); see also
Waldemar A. Solf, The Status of Combatants in Non-International Armed Conflicts Under Domestic Law and Transnational
Practice, 33 AM. U. L. REV. 53, 58-59 (1983). As noted in LINDSAY MOIR, THE LAW OF INTERNAL ARMED CONFLICT
60 (2002), “Once rebels are captured, or otherwise rendered unable to continue fighting, . . . they become hors
de combat and are entitled to the same level of humane treatment as civilians. Their legal status nevertheless remains
unchanged, exposing them to the full force of the State’s criminal law.”

% Bassiouni, supra note 13, at 99.

°! Dinstein notes that “if such an assault would cause fatalities (resulting e.g. from the shutdown of computers con-
trolling waterworks and dams, with a consequent flooding of inhabited areas), it would qualify as armed attack.”
DINSTEIN, supra note 25, at 166-67; see also GREG RATTRAY, STRATEGIC WARFARE IN CYBERSPACE 20 (2001) (indicating
that such a “microforce,” if applied to shutting down a nuclear plant, could be equated to a weapon of mass destruction).

52 RajivChandrasekaran & Thomas E. Ricks, U.S. Opens War with Strikes on Baghdad Aimed at Hussein, WASH. POST,
Mar. 3, 2003, at Al.

% For a discussion of the Israeli approach to targeting, see Molly Moore, Israel’s Lethal Weapon of Choice, WASH.
POST, June 29, 2003, at Al.

%% A missile strike from a Predator drone aircraft in November 2002 killed six suspected members of Al Qaeda
in Yemen. David Johnston & David E. Sanger, Fatal Strike in Yemen Was Based on Rules Set out by Bush, N.Y. TIMES,
Nov. 6,2002, at A16 (stating that “[t] he missile strike represented a tougher phase of the campaign against terror
and moved the Bush administration away from the law enforcement-based tactics of arrests and detentions of
Qaeda suspects that it had employed outside Afghanistan in the months since the fighting there ended”).

% In the United States, research into less-than-lethal weapons for “law enforcement, corrections, and military
personnel” has included work on blunt-trauma projectile weapons, pepper spray for barricade scenarios, technology
for disorienting suspects, and electric-shock weapons. Hearing of the Subcommittee on Aviation of the [House] Com-
mittee on Transportation and Infrastructure (May 2, 2002) (statement of Sarah V. Hart, director of the National
Institute of Justice), available in LEXIS, Legis Library, Fednew File.

% For example, in October 2002, Russian Special Forces used Fentanyl, a synthetic anesthetic, in an attempt to
incapacitate a Chechen rebel group that had seized a theater in Moscow, causing the death of a large number of
hostages. The U.S. National Institute of Justice has researched the use of Fentanyl drugs as nonlethal weapons, but
in the form of a dart and not a gas. John Bowman, Russian Knock-out Gas, CBC News Online, Oct. 28,2002, at<http://
www.cbc.ca/news/features/knockoutgas.html>.
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Even though the approach to terrorism as solely a law enforcement responsibility is being
challenged by the categorization of terrorist acts as armed conflict, the change brought about
by the complexity of contemporary conflict is not moving entirely in one direction. The
approach to the control of force in armed conflict as the exclusive domain of international
humanitarian law is facing an intensified effort to have it encompass human rights norms
and their associated accountability structure. This analysis now turns to the impact of those
human rights norms on regulating the use of force in contemporary conflict and their poten-
tial for regulating these complex security situations in the future.

I1. THE RIGHT TO LIFE: COMMON GROUND

For some, the discussion of any killing is problematic. The “right to life” is a deeply held
principle that is protected in times of both peace and war. A common starting point of both
human rights and humanitarian law is respect for human values and the dignity of the human
person. The two normative regimes “share a common ‘core’ of fundamental standards which
are applicable at all times, in all circumstances and to all parties, and from which no deroga-
tion is permitted.” It has been noted that “[w]hen life is deprived, it is impossible to enjoy
any fundamental freedom.”®

This fundamental status makes it tempting to consider the right to life in unqualified
terms. However, the absolute nature of the right is challenged by the need to maintain order
in society, both domestically and internationally, which may occasionally lead to the use of
deadly force. The interpretation of the right to life as absolute is often linked to pacifism,”
but, as the early Christian church discovered, pacifism can conflict with the obligations of gov-
ernance. As a result, “just war theory,” which authorized warfare as a Christian activity, was
developed as that religion became “linked with the secular power of the Empire.”® Since the
state has the right and the duty to guarantee the security of its citizens, it may be required
to use deadly force, although its power is not unlimited and its actions are “subject to law and
morality.”®

Members of the armed forces and civilians enjoy the same fundamental right to life, but that
right is limited hy the different societal demands according to which human rights and inter-
national humanitarian law operate. The normative framework of international humanitarian
law differs in many respects from that of international human rights law. One fundamental
difference is that humanitarian law requires the balancing of humanity® with military necessity.

57 Prosecutor v. Delali¢, Appeals Judgment, No. IT-96-21-A, para. 149 (Feb. 20, 2001) (Celebidi case); see also
Theodor Meron, The Humanization of Humanitarian Law, 94 AJIL 239, 26667 (2000).

% Yoram Dinstein, Terrorism as an International Crime, 1987 IsR. Y.B. HUM. RTS. 55, 63; see also Inter-American
Commission on Human Rights, Report on Terrorism and Human Rights, OEA/Ser.L./V/11.116, doc. 5, rev.1 corr.,
para. 81 (Oct. 22, 2002), available at<http:/ /www.cidh.oas.org/Terrorism/Eng/part.c.htm> [hereinafter OAS Report
on Terrorism].

% Ignatieff, supra note 34, at 1144. The depth of the proscription against the taking of life among early Chris-
tians is reflected in the view that there “was no lack of those who did not indeed disapprove of public war, but who
thought that in the case of an individual self-defence was forbidden.” GROTIUS, supra note 37, at 93.

% JAN BROWNLIE, INTERNATIONAL LAW AND THE USE OF FORCE BY STATES 5 (1963); see also COLM MCKEOGH, INNO-
CENT CIVILIANS: THE MORALITY OF KILLING IN WAR 19-22 (2002) (indicating that Augustine’s work on just war theory
was partly motivated in reaction to the leveling of blame at the pacifist church for the downfall of the Roman Empire).

51 OAS Report on Terrorism, supra note 58, para. 107 (quoting Neira Alegria Case, 20 Inter-Am. Ct. H.R. (ser. A)
para. 75 (1995)).

52 Robin Coupland points out that there are alternative definitions of humanity, one being “the human race;
mankind; human beings collectively”; and another, “the character or quality of being humane; behaviour or dispo-
sition towards others such as befits a human being.” Robin Coupland, Humanity: What Is It and How Does It Influence
International Law? INT’LREV. RED CROSS, Dec. 2001, at 969, 972 (quoting 7 OXFORD ENGLISH DICTIONARY 476 (2d
ed. 1989)). Coupland makes a strong argument for viewing “humanity” in an interrelated fashion with physical
security and health so as to reinforce its place in the legal dialogue of international humanitarian law. However,
Green, supranote 8, at 56, notes that “the purpose of the law of armed conflict is to a great extent directed to the
preservation of the principles of humanitarianism.” It is in the context of principle and behavior that humanity has
traditionally been balanced against military necessity.
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A primary goal of military necessity is the submission of the enemy at the earliest possible
moment with the least possible expenditure of personnel and resources. It justifies the appli-
cation of force not prohibited by international law. Because armed conflict largely consists
of the application of deadly force, this balancing with humanity forms a major and highly vis-
ible part of international humanitarian law.

This aspect of international humanitarian law sometimes leaves the impression that, in
contrast, human rights law is absolute in nature. However, that normative structure must
also account for the taking of life so as to maintain social order. Although legally sanctioned
killing is often considered in the context of the death penalty, the right to life is also limited
by competing interests such as the right to self-defense, acting to defend others, the preven-
tion of serious crimes involving a grave threat to life or serious injury, and the use of force to
arrest or prevent the escape of persons presenting such threats.”

On the other hand, the use of deadly force is strictly limited by the requirement that a
person not be “arbitrarily” deprived of life.* Examples of such limitations are found in Arti-
cle 2 of the FEuropean Convention for the Protection of Human Rights and Fundamental
Freedoms, which provides that the right to life is not contravened where no more force than
is absolutely necessary is used “in defence of any person from unlawful violence,” “in order to
effect a lawful arrest or to prevent escape of a person lawfully detained,” or “in action lawfully
taken for the purpose of quelling a riot or insurrection.” The Convention also makes an excep-
tion for “deaths resulting from lawful acts of war.”®

Despite the differences between international humanitarian law and human rights law, they
exhibit acommonality of content that causes them to converge.” Human rights norms reflected
in the Universal Declaration of Human Rights and the other post-UN Charter human rights
documents have had a significant impact, “producing a large measure of parallelism between
norms, and a growing measure of convergence in their personal and territorial applicability.”®
Further, while international humanitarian law has attained a relatively high level of codifica-
tion and acceptance of customary law norms with respect to international armed conflict,
itis less clearly defined with regard to internal conflicts.® This feature inevitably invites close
interaction between the two normative regimes, particularly when nonstate actors operate
within an “enemy” state, in occupied territories, or with respect to internal armed conflicts.

III. THE ROLE OF THE STATE

Even though human rights law and the law governing armed conflict share respect for human
values, the frameworks within which they traditionally operate are significantly different. Those

% Basic Principles on the Use of Force and Firearms by Law Enforcement Officials, UN Doc. A/CONF.144/28/Rev.1,
at 112, para. 9 (1990), available at <http://193.194.138.190/html/menu3/b/h_comp43.htm> [hereinafter Basic
Principles].

% International Covenant on Civil and Political Rights, Dec. 16, 1966, Art. 6(1), 999 UNTS 171 (providing: “Every
human being has the inherent right to life. This right shall be protected by law. No one shall be arbitrarily deprived
of his life.”).

% European Convention on the Protection of Human Rights and Fundamental Freedoms, opened for signature
Nov. 4, 1950, Art. 2, 213 UNTS 221.

% Id., Art. 15(2).

57 Examples of the parallelism of content include “the right to life; the prohibition of torture and cruel, inhuman,
or degrading treatment or punishment; arbitrary arrest or detention; discrimination on grounds of race, sex, lan-
guage, or religion; and due process of law.” Meron, supra note 57, at 266.

% Id. at 245; see also Dale Stephens, Human Rights and Armed Conflict—The Advisory Opinion of the International Court
of Justice in the Nuclear Weapons Case, 4 YALE HUM. RTS. & DEV. LJ. 1, 3 (2001) (suggesting that “the Advisory
Opinion is a significant statement on the convergence of humanitarian principles between the law of armed con-
flict and international human rights law”).

% For example, common Article 3 of the four 1949 Geneva Conventions and Additional Protocol Il are impor-
tant in terms of providing humanitarian protection to victims of internal conflict, but they do not provide the level
of detail or scope of protection afforded by the codified law governing international armed conflict.
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differences have been uniquely shaped by the role that nation-states have long performed in
maintaining external and internal order. By exploring the unique nature of both interstate
and intrastate conflicts, the application of human rights law in regulating armed conflict can
be properly situated.

Interstate Conflict

The state’s monopolization of violence is one context in which to analyze international
humanitarian law. The existence of a single or “right authority” to govern conflict is closely
linked to the concepts of public and private war” and the rise of organized society out of the
feudal structure of the Middle Ages. A key element to establishing order was controlling the
ability of private individuals to engage in hostilities. The ultimate authority to use force was
concentrated in the hands of a sovereign. The exclusive role of the governing authority in
suppressing private war and waging public war continued as control of society proceeded from
the church to the sovereign and, finally, to the nation-state with the Treaty of Westphalia
in 1648.™

A continuing effect of the “right authority” principle is that the state remains the primary
legitimate authority for engaging in public wars. Control over what was once termed “private”
war is similarly concentrated in the hands of the state. Following World War II, the acknowl-
edgment of a right to self-determination eventually resulted in the inclusion of national lib-
eration movements in Additional Protocol I as one of the “authorities” that might legitimately
engage in public war. Even so, while interpretations as to which groups might qualify for this
status vary, some legal scholars have noted that this provision operates as only a relatively
minor change in the preexisting law.” Analysis of the ability of national liberation movements
to fulfill the statelike role provided for in Additional Protocol I has included questions about
whether guerrilla forces can realistically be expected to meet all the requirements of the Pro-
tocol, such as compliance with the stringent rules governing the housing and treatment of
prisoners of war. However, all participants in armed conflict remain obligated to comply with
international humanitarian law.” As a result, states remain primarily responsible for engaging
in public war.

The organization of the state, and in particular its claim to a monopoly of violence for the
maintenance of external and internal order, has a direct impact on the normative regimes
that govern its use of force. As Vattel indicated, war was carried on in the name of the sover-
eign, and individual members of the armed forces and “those by whose agency the sovereign

™ War is referred to here in a “factual” sense. See supra note 9.
"' BROWNLIE, supra note 60, at 3-13.

" The term “national liberation movements” is used generically to describe “peoples [who] are fighting against
colonial domination and alien occupation and against racist régimes in the exercise of their right of self-determina-
tion,” as provided for in Protocol I, supra note 42, Art. 1(4).

™ George H. Aldrich, Prospects for United States Ratification of Additional Protocol I to the 1949 Geneva Conventions,
85 AJIL 1, 4-6 (1991); Hans-Peter Gasser, An Appeal for Ratification by the United States, 81 AJIL 912,916-17 (1987);
see also Theodor Meron, The Time Has Come for the United States to Ratify Geneva Protocol I, 88 AJIL 678, 683 (1994).
There is, however, no guarantee that the scope of the provision on national liberation movements engaged in self-
determination will be so narrowly interpreted, although it has been noted that a broader interpretation “can only
occur if the practice of States in this regard undergoes considerable change.” Christopher Greenwood, Terrorism
and Humanitarian Law—The Debate over Additional Protocol I, 1989 IsR. Y.B. HUM. RTs. 187, 194-95.

7 Hans-Peter Gasser, Acts of Terror, “Terrorism” and International Humanitarian Law, INT'L REV. RED CROSS, Sept.
2002, at 547, 563 (stating: “Any combatant who chooses to engage in guerrilla warfare remains bound to respect all
rules on the conduct of military operations and the protection of civilians. There will be no excuse if he combines
(legitimate) guerrilla warfare with a (criminal) terrorist campaign.”); see also HOWARD S. LEVIE, PRISONERS OF WAR
IN INTERNATIONAL ARMED CONFLICT 50-52 (International Law Studies No. 59, 1978); Frits Kalshoven, The Position of
Guerrilla Fighters Under the Law of War, 11 MIL. L. & L. WAR REV. 55, 81-82 (1972); W. Thomas Mallison & Sally V.
Mallison, The Juridical Status of Irregular Combatants Under the International Humanitarian Law of Armed Conflict,9 CASE
W.REs. J. INT’LL. 39, 58-63 (1977).
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makes war, are only instruments in his hands.””® Warfare is ultimately conducted as a group
activity, which has become a defining principle of the modern concept of combatancy.” In
addition, the pooling of the considerable technological and human resources of the state
has profoundly affected warfare. It has been suggested that “modern means of death and
destruction would never have been possible without the state, its ministry of defense, . . . and
its regular, uniformed, bureaucratically managed armed forces.””’

Assessing the extent to which international humanitarian law applies to internal conflicts
has also centered on the issue of the “right authority” to engage in conflict. Whether move-
ments seeking to liberate populations from the “tyranny” of governments can legally fulfill
that role has been widely debated, but the power to wage public war and authorize its agents
to use force is solidly entrenched in positive law terms in the state.”

Interstate belligerencies differ significantly from situations of internal conflict because of
the lack of a single international governing authority. Clearly, the relationships between states
are not governed exclusively by resorting to the use of force,” but the “absence of both mul-
tilateral and domestic enforcement regimes . . . has resulted in making interstate cooperation
in penal matters cumbersome, lengthy, and, more often than not, ineffective.”® However,
if alternative means of controlling terrorist violence are either ineffective or not available, the
state may be driven to consider the use of military force to remove or neutralize a threat.

In comparison to the power enjoyed by a state domestically, control over violent individuals
or groups under the international legal regime must depend on less certain means. Although
the UN Security Council arguably operates as a form of “right authority,” that body can become
mired in political stalemates that hinder its ability to regulate the use of force.* The deci-
sion to act collectively and individually in self-defense set outin Article 51 of the UN Charter
is left to the involved states themselves, at least until the Security Council “has taken measures
necessary to maintain international peace and security.”

Finally, whatever advantage technology has provided to nonstate actors, nation-states remain
the true engines of technological advancement. As a result, interstate conflict, as well as
operations against nonstate actors, may bring destruction to areas previously thought safe
from attack.”

> EMMERICH DE VATTEL, THE LAW OF NATIONS, bk. IIL, ch. II, §6 (Joseph Chitty ed., 1834) (Gauntreprint 2001)
(1758). Here Vattel was relying on Grotius’s view that the sovereign was the principal actor and the “instruments”
were men who take up arms. See also MCKEOGH, supra note 60, at 109.

® This theme was reflected in the writings of Jean-Jacques Rousseau where he explained that war was a relation
between states rather than men. MCKEOGH, supra note 60, at 121. See also infranote 114 for a discussion of the group
characteristics of combatancy.

77 MARTIN VAN CREVELD, THE RISE AND DECLINE OF THE STATE 249 (1999); see also WARD THOMAS, THE ETHICS
OFDESTRUCTION 62 (2001) (discussing the link between the organization of the state and the maintenance of mili-
tary forces).

" For example, MICHAEL WALZER, JUST AND UNJUST WARS 185-86 n.* (1977), suggests that war rights should attach
to guerrilla forces on the basis of the degree of civilian support they have “when the people ‘look after’ the guerrillas.”
While this theory has some resonance with respect to the recognition of national liberation movements under
Additional Protocol I, the state has remained the primary legitimate authority. See supra note 73.

™ International agreements, the acceptance by states of customary norms, the existence of the International Court
of Justice, and the creation of international criminal tribunals and courts point to the availability of alternative
mechanisms to avoid and resolve disputes. For example, international and regional cooperation by states in dealing
with terrorism can be effected through treaties, the implementation of extradition, mutual legal assistance, infor-
mation sharing, the freezing of financial assets, immigration controls, and the prosecution and punishment of the
perpetrators. OAS Report on Terrorism, supra note 58, paras. 33-35; Bassiouni, supra note 13, at 94.

8 Bassiouni, supra note 13, at 95.

81 It has been suggested that the Security Council lacks the cohesion, sovereignty, and effective chain of com-
mand for military forces necessary for the exercise of “international statecraft.” JAMES TURNER JOHNSON, MORALITY
AND CONTEMPORARY WARFARE 60-61 (1999).

82 The future holds the prospect of global targeting by remotely piloted hypersonic aircraft capable of hitting
targets nine thousand miles away from the launching point. Maxim Kniazkov, U.S. Launches Effort to Develop Hypersonic
Strike Capability, Agence-France Presse, July 2, 2003, available in LEXIS, News Library, Wires File.
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Internal Conflict

In contrast, states deal with internal threats in an entirely different way. Internal control
is both more invasive and, to a significant degree, more subtle than the control exercised in
interstate relationships. It does not depend exclusively, or even primarily, on the direct appli-
cation of force.” Rather, emphasis has been placed on maintaining order through the appli-
cation of the rule of law.**

The development of police and security forces is directly linked to the ascendancy of the
nation-state. John Keegan observes that “[t]he civilised societies in which we best like to live
are governed by law, which means that they are policed, and policing is a form of coercion.”
The development of modern police forces is related to a confluence of factors, including the
threat posed by standing armies if their efforts were turned to policing; the elevation of the
right to property as an inalienable law of nature; the disarming of the upper classes; and the
movement of populations to cities as a consequence of industrialization.® The state has the
ability to integrate itself into the lives of its citizens and control their activities, for example,
by conducting electronic eavesdropping and surveillance where authorized. More important,
the state normally maintains an effective human intelligence-gathering apparatus, operated
by uniformed and nonuniformed police and domestic security agencies. The control of inter-
nal violence is most directly associated with law enforcement.

The level of state control and intervention raises significant issues of privacy and the poten-
tial for abuse. The Reign of Terror launched by the generator of the levée en masse, the French
National Assembly, introduced the term “terror” into the modern lexicon.?” Itis no coincidence
that efforts to control the power of the state and its impact on individual citizens spawned
human rights norms. Human rights are generally “concerned with the organization of State
power vis-a-vis the individual” and, as such, “found their natural expression in domestic con-
stitutional law.”®® This focus on the individual in respect of power wielded by the state is fun-
damental to international human rights law.

Within states the application of human rights norms reflects the challenges associated with
maintaining order. Some human rights may be derogated from during “emergencies” to facil-
itate the maintenance of public order. While the exercise of such powers is controversial and
by law strictly controlled, their existence demonstrates that internal threats to the security
of the state can reach the level of interfering with governance.* That derogations are not

8 As Christopher Morris argues, states’ reliance on force or sanctions is often exaggerated. States exert control
by a variety of behaviors, including taxes, licensing, establishing standards for action, and exercising the right to adju-
dicate. Governing by the will of the people is another obvious multiplier of the state’s power to compel obedience.
CHRISTOPHER W. MORRIS, AN ESSAY ON THE MODERN STATE 199-204 (1998). Van Creveld, in referring to the role
of the state in “disciplining the people,” indicates that its “grip on society” is the product not only of the develop-
ment of specialized police forces and prison systems, but also of state-run educational systems and social legislation
governing work and health. VAN CREVELD, supra note 77, at 205-24.

84JAN BROWNLIE, THE RULE OF LAW IN INTERNATIONAL AFFAIRS 213 (1998), identifies elements of the rule of law
as: the powers of officials must be based on authority conferred by law; the law must conform to standards of sub-
stantial and procedural justice; the powers of the executive, the legislature, and the judicial function must be sepa-
rated; the judiciary should not be subject to the control of the executive; and all legal persons are subject to the rules
of law. See also Reference re Secession of Quebec, [1998] 2 S.C.R. 217, 257-58.

% KEEGAN, supra note 3, at 386.

% VAN CREVELD, supra note 77, at 206-07.

87 TOWNSHEND, supra note 42, at 36-37.

% Robert Kolb, The Relationship Between International Humanitarian Law and Human Rights Law: A Brigf History of the
1948 Universal Declaration of Human Rights and the 1949 Geneva Conventions, 38 INT’LREV. RED CROSS 409, 410 (1998).

8 For example, the International Covenant on Civil and Political Rights, supra note 64, Art. 4, the European
Convention for Human Rights, supra note 65, Art. 15, and the American Convention on Human Rights, Nov. 22,
1969, Art. 27, 1144 UNTS 123, all provide for the suspension of certain rights in times of crisis like wars and emer-
gencies. On the use of derogations in respect of terrorist activity, see Sabine von Schorlemer, Human Rights: Substan-
tive and Institutional Implications of the War Against Terrorism, 14 EUR. J. INT'L L. 265, 278-80 (2003); see also Herndn
Montealegre, The Compatibility of a State Party’s Derogation Under Human Rights Conventions with Its Obligations Under
Protocol I and Common Article 3, 33 AM. U. L. REv. 41, 41-45 (1983).
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permitted with regard to the right to life is a strong statement of the fundamental impor-
tance of that right. At the same time, anyone interpreting the right to life must be prepared
to deal with situations, such as emergencies, where a significant degree of violence is being
threatened or used.

As important as civilian police forces are to the maintenance of internal order, the polic-
ing of a state is not always a function of civil police alone. Some states employ security forces
of a paramilitary nature or legally empower military forces to perform internal policing duties.”
In some cases modern terrorism has stimulated the substantial militarization of police forces.
Thus, different states may use either police or military forces to perform the same function
(i.e., rescuing hostages). This blurring of lines between police and military forces further high-
lights the possible heights to which violence can rise in internal conflict.

The Contemporary Challenge

Until recently, commentators have been reluctant to acknowledge that an international
armed conflict can occur between a state and a private actor.”’ One impact of the September
11 attacks is that the destruction inflicted by the Qaeda terrorists has focused attention on a
challenge that has more often faced states dealing with internal threats. Today a nonstate
actor can attain such a level of organization and sophistication that it poses a threat compa-
rable to that presented by military forces acting for or on behalf of a state. Such a group can
field operational elements complete with a command structure and planning organization.”
The scale and effects of these attacks and their potential to be repeated or continued call
for a response other than one focused exclusively on law enforcement.

The phenomenon of failed or failing states, combined with the proliferation of techno-
logically sophisticated means of inflicting violence, including weapons of mass destruction,
makes the possibility that a private actor will operate outside the framework of state-based
security particularly dangerous in the twenty-first century.”

IV. INTERNATIONAL HUMANITARIAN L. AW AND THE USE OF FORCE

To assess the degree to which international humanitarian law and human rights law are
capable of converging, the different way these two normative regimes control the application

% On the role of the “third” force in counterterrorism, see WARDLAW, supra note 39, at 97-100. For example,
in Canada the use of the armed forces in support of law enforcement is governed both by statutes, i.e., The Emer-
gencies Act, R.S,, ch. 22 (4th Supp. 1985), and the National Defence Act,R.S., ch. N-5 (1985), and by the exercise
of the Crown prerogative, i.e., Canadian Forces Armed Assistance Directions, P.C. 1993-624 (Mar. 30, 1993); see
also Fitzpatrick, supra note 33, at 244.

! Kalshoven, supra note 74, at 78, in discussing the status of the Israeli/PLO conflict, states:

[I]tis neither an internal conflict, nor do the States opposing Israel refuse to admit that they are Parties to
the conflict; what they refuse to acknowledge (and even on occasion strongly deny) is that the Popular Front
is affiliated to them. . . . On the other hand, one hesitates to characterize the operations of this and the other
Arab guerrilla groups as a “private war”.

Murphy, supra note 11, at 46-47, notes that Israeli operations in Lebanon in 1982, the 1985 Israeli attack on PLO
headquarters in Tunisia, and the 1986 U.S. attack on Libya in response to the Berlin dance club bombings have not
metwith “widespread acceptance by the global community” that the terrorist acts that precipitated those responses
constituted an “armed attack.”

2 In 2002 Al Qaeda was divided into four committees: military, finance and business, fatwa and Islamic study,
and media and publicity. The military committee conducted recruitment, training, procurement, transportation,
and the launching of military operations, as well as the development of tactics and the acquisition and manufacture
of special weapons. It included an extensive network of cells and agents and an internal security service. ROHAN
GUNARATNA, INSIDE AL QAEDA 57-58 (2002).

9% See MICHAEL IGNATIEFF, THE WARRIOR’S HONOR 159 (1997) (noting that a major contemporary problem is
that some states are disintegrating and losing their monopoly on violence); see also VAN CREVELD, supra note 77,
at 403-08. However, there is continuing reliance on the responsibility of states for activities occurring within their
borders. This approach is reflected in the U.S. NATIONAL STRATEGY FOR COMBATING TERRORISM, supra note 1,at
11-12, which aims at reducing global terrorism to, first, a regional, and then, a local threat amenable to criminal
law enforcement.
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